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( Secure Messaging Risks )

The allegations against Telegram CEO Pavel
Durov intensified the global debate over
encrypted messaging platforms. While end-to-
end encryption protects users privacy and
confidential ~ communications  the  same
technology can also be exploited by
cybercriminals to coordinate illegal activities
without detection.

Cause: Strong end-to-end encryption, limited
platform oversight, challenges in detecting illegal
activities.

ATTACK

( Credential Stuffing Attack )

Credential stuffing is a cyberattack where
attackers use usernames and passwords stolen
from previous data breaches to gain unauthorized
access to online accounts through automated
login attempts. Because many users reuse
passwords across multiple websites, attackers
can compromise shopping, banking and email
accounts, leading to fraud, identity theft and
financial losses.

Cause: Password reuse, stolen credentials,
automated bots and missing MFA.
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BEST PRACTICE

e Enable multi-factor authentication for all critical accounts.

e Use strong, unique passwords with password managers.

» Verify identities before approving financial transactions.

e Avoid opening suspicious links, files or messages.

o Keep operating systems and security software updated.

e Monitor account activity and report suspicious incidents promptly.
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C Al Surveillance Controversy )

India’s use of Al-powered facial recognition and
surveillance systems during nationwide youth
protests sparked legal and privacy concerns.
Activists challenged the deployment, arguing
that biometric monitoring lacked adequate legal
safeguards and threatened citizen’s privacy. The
case raised significant cybersecurity and digital
rights issues regarding responsible use of Al
surveillance technologies.

Cause: Al facial recognition,
surveillance and weak legal safeguards.
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( Digital Trust Under Attack )

Cybercriminals targeted company executives
using fake WhatsApp messages, malicious ZIP
files and CEO impersonation. After malware
hijacked WhatsApp Web sessions, attackers
instructed finance teams to transfer funds to
mule bank accounts. In one reported case, an
employee transferred ¥1.5 crore, believing the
request came from the company’s CEO.

Cause: CEO impersonation, malicious ZIP files,
WhatsApp hijacking, urgency and inadequate
payment verification.
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( Encryption Security at Risk )

Apple and Google warned that Canada’s
proposed Bill C-22 could weaken end-to-end
encryption by requiring technology companies to
provide lawful access to encrypted data. Security
experts cautioned that creating such access
could introduce vulnerabilities exploitable by
cybercriminals and attacks the users relying on
secure digital communications.

Cause:  Proposed  encryption  backdoors,
increased surveillance capabilities and creation
of security vulnerabilities.
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( Transnational Scam Networks)

The UN warned that organized cybercrime groups
across the Asia-Pacific region are expanding large-
scale online scam operations generating more
than ¥8.39 lakh crore annually. Criminal networks
use phishing, investment fraud, romance scams,
and fake job offers to steal money and personal
information, posing a growing threat to regional
cybersecurity and economic stability.

Cause: Organized cybercrime, phishing,
investment scams, weak enforcement and cross-
border criminal networks.
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NEWS OF THE MONTH

Capillary Technologies disclosed that its overseas subsidiary
lost over ¥32 crore in a sophisticated deepfake-enabled
banking fraud. Attackers used Al voice cloning, forged
signatures, and social engineering to impersonate senior
executives and authorize fraudulent fund transfers. The
incident highlights the growing threat of Al-powered

financial fraud targeting corporate approval and payment

systems.
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https://www.ndtv.com/india-news/whatsapp-friendship-costs-lucknow-man-rs-1-92-crore-another-man-poses-as-woman-10746609
https://redmondmag.com/articles/2026/02/04/russian-hackers-continue-exploiting-microsoft-office-flaw.aspx?hl=en-IN
https://www.tps.ca/media-centre/news-releases/arrests-made-in-romance-scam-investigation/
https://crystalintelligence.com/thought-leadership/crypto-romance-scams-in-2026-ai-and-the-new-threat/
https://www.bisinfotech.com/digital-love-or-digital-trap-how-ai-is-creating-fake-soulmates/
https://entrackr.com/snippets/capillary-technologies-loses-over-rs-32-cr-in-deepfake-cyber-fraud-12139233
https://apnews.com/article/russia-telegram-pavel-durov-ukraine-a6efe4692f3415c2046f0893d114174b
https://economictimes.indiatimes.com/news/new-updates/iit-nit-dtu-students-among-32-linked-to-10-entrance-exam-cheating-racket-how-this-multi-crore-delhi-scam-ran-from-a-dwarka-flat/articleshow/130163768.cms?from=mdr
https://theprint.in/india/a-whatsapp-message-from-your-ceo-rs-1-5-crore-gone-how-the-boss-scam-is-tricking-indian-executives/2973626/
https://www.reuters.com/legal/government/crime-gangs-snare-more-than-88-billion-scams-asia-pacific-un-says-2026-07-21/
https://the420.in/kanpur-d-pharma-admission-scam-fake-certificate-fraud/
https://timesofindia.indiatimes.com/city/lucknow/board-examinees-on-target-of-cyber-cons/amp_articleshow/130026504.cms
https://www.reuters.com/world/india/modi-faces-challenge-activists-over-surveillance-india-youth-protest-2026-07-27/
https://www.cloudflare.com/the-net/credential-stuffing/
https://www.wsj.com/world/americas/apple-google-warn-encryption-services-at-risk-with-canada-bill-244f7478
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Stay Alert, Stay Safe, Report Cybercrime 1930 | ¢) cybercrime.gov.in
CYBER SAKCHHARTA ABHIYAN UNDER THE AEGIS OF CYBER AWARENESS CLUB

FACULTY COORDINATORS

MR. SHUBHAM KUMAR | MR. FAIZAN MAHMOOD | MR. MOHD TALHA Prof.(Dr.) MOHAMMAD FAISAL

S — HEAD, DEPARTMENT OF COMPUTER APPLICATION
ANAMTA ANSARI | AREEBA KHAN | ANWAR AHMAD | HASHMAT ZAHRA | HERA FATIMA

QUALITY DECENT WORK AND
EDUCATION ECONOMIC GROWTH
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This initiative contributes to the UN Sustainable Development Goals by promotlng cybersecurity awareness, digital safety, and resilient technological infrastructure.

1 6 PEACE, JUSTICE 1 7 PARTNERSHIPS
AND STRONG FOR THE GOALS



https://cybercrime.gov.in/
https://linktr.ee/cyberdost
https://linktr.ee/cyberdost

