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Online Identity Fraud

A man lost ₹1.92 crore after befriending someone
on WhatsApp posing as a woman. The fraudster
gained trust through chats and showed fake profit
screenshots to convince the victim to invest in
fraudulent schemes. Later it was revealed that the
identity was fake and the victim had been
cheated.
Cause: Fake online identity and social engineering
used to lure victims into fraudulent investments..

AI Love Bot-Swarm Scam

Scammers are using AI-generated profiles and
chatbots to create fake romantic relationships
online. These bots send realistic messages,
photos and deepfake video calls to build
emotional trust. Victims are later asked for money
or personal information. Because AI profiles look
very real many people fail to recognize the scam
until it is too late.
Cause: AI-generated profiles and automated
messages used to build trust and commit online
fraud.

 Romance Scam Arrest

Police arrested two suspects after an
investigation into an online romance fraud
scheme. The scammers used fake dating profiles
and stolen photos to build relationships with
victims. After gaining trust they convinced victims
to send large sums of money for fake business.
Once the money was transferred the scammers
cut off communication and kept the funds. 
Cause: Fake online identities and emotional
manipulation used to obtain money.

AI Crypto Romance Scam

Synthetic Soulmate

AI is being used to create fake romantic partners
online. These AI-generated profiles or chatbots
build emotional connections with users.
Scammers may use them to gain trust manipulate
feelings & commit online fraud. This creates risks
related to emotional exploitation & digital safety.
Cause:  Misuse of AI-generated profiles &
deepfake content to manipulate  and exploit
victims for fraud or personal data.

Fake Degree Network

A Kanpur-based fraud involved criminals
promising admission to a D.Pharm course and
future job opportunities to gain trust. Victims
paid around ₹2.5 lakh, after which fake
certificates were issued. When questioned
fraudsters threatened victims. The scam caused
financial loss, fear and misuse of fake educational
credentials.
Cause:Cyber enabled fake admission promises,
forged certificates and intimidation tactics by
fraudsters.

Exam Integrity Breach

A Delhi-based racket manipulated over 10 online
entrance exams using remote desktop access and
WhatsApp groups for real-time answer sharing.
Students were recruited via fake internships to
solve papers. Aspirants paid ₹1.5–2 lakh for
guaranteed admission. The scam compromised
merit, enabled unfair selection, and exposed
major flaws in online exam systems.
Cause:Remote access misuse, organized solver
networks and weak online proctoring.

Phishing Result Trap

Cyber fraudsters targeted board exam students
by posing as evaluators and threatening failure
using real details like names and roll numbers.
They demanded ₹15,000 via UPI to “fix” results.
The scam exploited student anxiety, causing
financial risk and mental stress while exposing
misuse of personal exam data.
Cause:Phishing calls, data leakage and fear-based
social engineering.

The allegations against Telegram CEO Pavel
Durov intensified the global debate over
encrypted messaging platforms. While end-to-
end encryption protects users privacy and
confidential communications the same
technology can also be exploited by
cybercriminals to coordinate illegal activities
without detection. 
Cause: Strong end-to-end encryption, limited
platform oversight, challenges in detecting illegal
activities.
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DIGITAL FREEDOM & NATIONAL SECURITY

BEST PRACTICE

Enable multi-factor authentication for all critical accounts.
Use strong, unique passwords with password managers.
Verify identities before approving financial transactions.
Avoid opening suspicious links, files or messages.
Keep operating systems and security software updated.
Monitor account activity and report suspicious incidents promptly.

Secure Messaging Risks

NEWS OF THE MONTH

Capillary Technologies disclosed that its overseas subsidiary
lost over ₹32 crore in a sophisticated deepfake-enabled
banking fraud. Attackers used AI voice cloning, forged
signatures, and social engineering to impersonate senior
executives and authorize fraudulent fund transfers. The
incident highlights the growing threat of AI-powered
financial fraud targeting corporate approval and payment
systems. 

Digital Trust Under Attack

Cybercriminals targeted company executives
using fake WhatsApp messages, malicious ZIP
files and CEO impersonation. After malware
hijacked WhatsApp Web sessions, attackers
instructed finance teams to transfer funds to
mule bank accounts. In one reported case, an
employee transferred ₹1.5 crore, believing the
request came from the company’s CEO. 
Cause: CEO impersonation, malicious ZIP files,
WhatsApp hijacking, urgency and inadequate
payment verification.

Transnational Scam Networks

The UN warned that organized cybercrime groups
across the Asia-Pacific region are expanding large-
scale online scam operations generating more
than ₹8.39 lakh crore annually. Criminal networks
use phishing, investment fraud, romance scams,
and fake job offers to steal money and personal
information, posing a growing threat to regional
cybersecurity and economic stability.
Cause: Organized cybercrime, phishing,
investment scams, weak enforcement and cross-
border criminal networks.

AI Surveillance Controversy

India’s use of AI-powered facial recognition and
surveillance systems during nationwide youth
protests sparked legal and privacy concerns.
Activists challenged the deployment, arguing
that biometric monitoring lacked adequate legal
safeguards and threatened citizen’s privacy. The
case raised significant cybersecurity and digital
rights issues regarding responsible use of AI
surveillance technologies. 
Cause: AI facial recognition, biometric
surveillance and weak legal safeguards.

Credential Stuffing Attack

Credential stuffing is a cyberattack where
attackers use usernames and passwords stolen
from previous data breaches to gain unauthorized
access to online accounts through automated
login attempts. Because many users reuse
passwords across multiple websites, attackers
can compromise shopping, banking and email
accounts, leading to fraud, identity theft and
financial losses.
Cause: Password reuse, stolen credentials,
automated bots and missing MFA.

Encryption Security at Risk

Apple and Google warned that Canada’s
proposed Bill C-22 could weaken end-to-end
encryption by requiring technology companies to
provide lawful access to encrypted data. Security
experts cautioned that creating such access
could introduce vulnerabilities exploitable by
cybercriminals and attacks the users relying on
secure digital communications.
Cause: Proposed encryption backdoors,
increased surveillance capabilities and creation
of security vulnerabilities.

How attackers trick executives and steal company funds
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Stay Alert, Stay Safe, Report Cybercrime     1930        cybercrime.gov.in
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This initiative contributes to the UN Sustainable Development Goals by promoting cybersecurity awareness, digital safety, and resilient technological infrastructure.
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